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 NUMPAGES 1

This Self-Assessment (together with additional documentation created as a result of any modifications in Participant’s privacy practices agreed to by TRUSTe pursuant to TRUSTe Web Privacy Seal Program Amendment Exhibit B, Section III.E.2.g.) shall be used by TRUSTe to assess Participant’s online privacy practices during the term of the TRUSTe Web Privacy Seal Program Amendment.  This form asks detailed questions about your internal business practices.  It is critical that representatives from all levels of your organization are involved in answering these questions and that your employees understand the implications of not following the privacy and data collection practices described in this document.  Answers must be complete in order for TRUSTe to understand and verify your company’s privacy practices.  We appreciate your careful attention in answering these questions.

· Your answers must describe the current business practices of your Web site.  TRUSTe cannot cover future activities of your Web site. 


· You must answer every question completely. Do not leave any question unanswered. If appropriate, choose the "Not Applicable" option where provided. Be sure to check for any questions that the form indicates are "Not Yet Answered" and complete them.


· When you have completed your answers, print this form, sign it, and send it to TRUSTe. If the form is not signed, or if any question is left unanswered, the certification of your Web site will be delayed. 

· All of the information you provide on this form is considered confidential under this Web Privacy Seal Program Amendment.


· Terms marked with an asterisk (*) are defined in the Glossary.
Company Name:      
Web site URL:      
Program Participant Coordinator’s Contact Information

The Program Participant Coordinator is responsible for the accuracy of your Privacy Statement and for implementation of the TRUSTe Program (including ongoing contact with your Client Services Manager for certification of your Site, for processing user complaints received by TRUSTe, and for any other implementation issues that arise during the life of this Web Privacy Seal Program Amendment).

Participant Coordinator:     
Email Address:      
Phone Number:     

Fax Number:      
Is your Web site live? FORMDROPDOWN 

If not, when will your Web site be available for review by TRUSTe?      
I.  Collection and Use of Information

This section asks you to tell us the types of personal information your Web site collects (both directly from users and through automated processes) and how you use that information.  

A. Information Provided by Users


Check each item of information that users provide on your Web site, and indicate how that information is used, and whether it is required.   For example, if you require credit card numbers on an order form, you would check “credit card,” write “to process order” under “Use,” and check the box under “Required.”   Please be specific about the reason you collect the information, e.g., order fulfillment, customer service, newsletter subscription, data analysis, contests or surveys.  Please list all uses that apply to a particular type of information.


TABLE 1


	
	Do you 
collect this information?
	Is this information required?
	What are the uses when required?
	What are the uses when optional?

	Example:

Email address
	(
	(
	To process orders, send newsletter, and for customer service 


	To process  orders, send newsletter, and for customer service 



	Contact Information

Name


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Mailing Address


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Email Address


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Phone Number


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Financial Information

Credit Card

 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Account Number


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Purchase Order Number


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Unique Identifiers

User Name


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     

	     


	ID Number


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Social Security Number


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Tax I.D. Number


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     


	Password


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Age Identifiers

Age


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Date of Birth


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Grade Level


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Highest Level of Education Attained


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Health Information*


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Demographic  Information*

(e.g. Gender, Occupation)


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	Other (please specify)


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     


	How do users provide Personally Identifiable Information (PII)* on your Web site? (Please check all that apply.)


	

	Registration Forms




 FORMCHECKBOX 

Order Forms





 FORMCHECKBOX 

Newsletter Sign-up




 FORMCHECKBOX 

Feedback Forms




 FORMCHECKBOX 

Contact Us





 FORMCHECKBOX 

Email Links





 FORMCHECKBOX 

Contests





 FORMCHECKBOX 

Surveys






 FORMCHECKBOX 

Request Forms





 FORMCHECKBOX 

Other (please specify)




 FORMCHECKBOX 

     
	

	Do you knowingly collect PII* from children under the age of 13 on your Web site?


	 FORMDROPDOWN 


	Does your Web site include a children’s area?





	 FORMDROPDOWN 


	a. If yes, provide the URL for the children’s area and any other explanatory information you wish to provide.
     

	

	Do users provide Third Party PII* on your site, for example, in a “Refer-a-Friend” process, in an address book function, or to send a gift?


	 FORMDROPDOWN 


	a. If yes, why do you collect this information?
     

	

	b. Do you use this information for any other purpose?  (If yes please specify)
     

	 FORMDROPDOWN 


	Is there a chat room, forum, or message board on your Web site?


	 FORMDROPDOWN 


	a. If yes, does the chat room, forum, or message board automatically display to the public PII* that users provide?


	 FORMDROPDOWN 


	b. If yes, what personal information is available to others? (Please check all that apply.)

Poster’s Name





 FORMCHECKBOX 

Body of the message




 FORMCHECKBOX 

Profile






 FORMCHECKBOX 

Thread






 FORMCHECKBOX 


	

	Do you Supplement* the PII* collected on your Web site with information you receive from outside sources?


	 FORMDROPDOWN 


	B. Information Collected by Automated Processes


	

	What information is automatically logged by your Web site servers?  (Please check all that apply.)

Upon Connection

IP Address






 FORMCHECKBOX 

Browser Type






 FORMCHECKBOX 

Domain Names





 FORMCHECKBOX 

Time and date stamp




 FORMCHECKBOX 

Referring URL






 FORMCHECKBOX 

Landing page






 FORMCHECKBOX 

Other (please specify) 




 FORMCHECKBOX 

     
Across Navigation

Referring URL






 FORMCHECKBOX 

Pages viewed






 FORMCHECKBOX 

Time spent on a particular page




 FORMCHECKBOX 

Order of pages viewed




 FORMCHECKBOX 

Other (please specify) 




 FORMCHECKBOX 

     
 
	

	Do you associate automatically collected information with users’ PII*?  


	 FORMDROPDOWN 


	Do you share automatically collected information with third parties?  


	 FORMDROPDOWN 


	a. If yes, in what form do you share this information?

Aggregate





 FORMCHECKBOX 


Personally Identifiable




 FORMCHECKBOX 

b. If yes, and you want to provide further explanatory information use the field below.
     

	

	Do you use cookies on your Web site?


	 FORMDROPDOWN 


	a. If yes, why do you use them? (Please check all that apply.)

Keep track of shopping cart


 FORMCHECKBOX 

Keep track of login name, passwords


 FORMCHECKBOX 

Keep track of click stream data


 FORMCHECKBOX 

Provide tailored content 


 FORMCHECKBOX 

Enhance navigation


 FORMCHECKBOX 

Session timeout


 FORMCHECKBOX 

Offer a personalized experience (e.g., a greeting the user sees when he/she returns to your Web site)


 FORMCHECKBOX 

Security/Non-repudiation 


 FORMCHECKBOX 

Other (please specify) 


 FORMCHECKBOX 

     

	

	b. Must users accept cookies in order to use your Web site or a portion thereof?


	 FORMDROPDOWN 



	Does your Web site track user movements on the site by using means other than cookies?


	 FORMDROPDOWN 


	a. If yes, by what means? (Please check all that apply.)

Log files  




 FORMCHECKBOX 

Web Beacons*




 FORMCHECKBOX 

Other (please specify) 


 FORMCHECKBOX 

     

	

	If your Web site uses Web Beacons* to collect PII*, do you share that information with third parties other than Agents* or Service Providers*? 


	 FORMDROPDOWN 


	a. If yes, and you want to provide further explanatory information use the field below.
     

	

	Does your Web site capture information on the next site the user visits after he/she leaves your Web site?


	 FORMDROPDOWN 


	Does your Web site make downloadable software available to users?


	 FORMDROPDOWN 



C. Your Communications to Users
For each type of message listed in the chart below, please check the communication method (or methods) that applies, and check the “Required” box if you require that users receive the message.


TABLE 2

	Type of Message
	Email
	Postal Mail
	Telephone
	Other 
(please specify)
	Required

	Welcome/Confirmation


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 


	Product/Service Marketing Announcements
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 


	Administrative (e.g. product recall or security advisory)


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 


	Marketing


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 


	Newsletter


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 


	Other (please specify)
      

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	 FORMCHECKBOX 



II.  Choice and your Web site’s use of PII*

This section asks you to tell us about the choices you provide users with respect to how your Web site uses their PII* 

	How can users opt-out of receiving the communications that you do not require them to receive (see your responses in Table 2)?  (Please check all that apply.)

Online at point of collection



 FORMCHECKBOX 

Via Email





 FORMCHECKBOX 

Reply to “Unsubscribe”



 FORMCHECKBOX 

Via Preference/Profile Page 



 FORMCHECKBOX 

Via Telephone





 FORMCHECKBOX 

Via Postal Mail





 FORMCHECKBOX 

Other (please specify) 



 FORMCHECKBOX 

     

	

	Do you provide a functioning unsubscribe mechanism in every email communication that you do not require users to receive?


	 FORMDROPDOWN 


	a. If yes,

1. Is the unsubscribe functional for at least thirty days following the sending of the communication?


	 FORMDROPDOWN 


	2. Do you begin honoring a user’s unsubscribe request on the tenth business day after you receive it?
	 FORMDROPDOWN 


	Do you include your organization’s full postal mail address in every email communication that you do not require users to receive?

	 FORMDROPDOWN 


	Does your Web site use PII* for purposes other than those stated in your privacy statement? 


	 FORMDROPDOWN 


	a. If yes, how do you use this information? (Please check all that apply.)

New Marketing Purposes



 FORMCHECKBOX 

Sharing with new or undisclosed Third Parties
 FORMCHECKBOX 

Other (please specify)




 FORMCHECKBOX 

     

	

	b. How do users opt-out of having their PII* used for these other purposes? (Please check all that apply.)

Online at point of collection



 FORMCHECKBOX 

Via Email





 FORMCHECKBOX 

Reply to “Unsubscribe” 



 FORMCHECKBOX 

Via Preference/Profile Page 



 FORMCHECKBOX 

Via Telephone





 FORMCHECKBOX 

Via Postal Mail





 FORMCHECKBOX 

Other (please specify) 



 FORMCHECKBOX 

     

	

	Do you provide users who have provided postal mail addresses an opt-out for direct mail from your organization?


	 FORMDROPDOWN 


	a. If yes, how may users opt out? (Please check all that apply.)

Online at point of collection



 FORMCHECKBOX 

Via Email





 FORMCHECKBOX 

Reply to “Unsubscribe” 



 FORMCHECKBOX 

Via Preference/Profile Page 



 FORMCHECKBOX 

Via Telephone





 FORMCHECKBOX 

Via Postal Mail





 FORMCHECKBOX 

Other (please specify) 



 FORMCHECKBOX 

     

	

	Do you provide users who have provided a telephone number an opt-out for telemarketing by your organization?


	 FORMDROPDOWN 


	a. If yes, how may users opt out? (Please check all that apply.)

Online at point of collection



 FORMCHECKBOX 

Via Email





 FORMCHECKBOX 

Reply to “Unsubscribe” 



 FORMCHECKBOX 

Via Preference/Profile Page 



 FORMCHECKBOX 

Via Telephone





 FORMCHECKBOX 

Via Postal Mail





 FORMCHECKBOX 

Other (please specify) 



 FORMCHECKBOX 

     

	

	
	


	Does your Web site maintain a suppression list or similar tool to ensure that you honor users’ opt-outs?


	 FORMDROPDOWN 


	a. If no, please explain how your Web site manages the user’s preferences expressed.
     

	

	How do you notify users of changes in your Web site’s privacy practices, including changes in the use of PII*? (Please check all that apply.) 

Email






 FORMCHECKBOX 

Notice on your Web site



 FORMCHECKBOX 

Other (please specify) 




 FORMCHECKBOX 

     

	

	Do you provide users an opt-out for Material Changes* in your use of PII*?


	 FORMDROPDOWN 



III. Choice and Sharing of Information with Others 

This Section asks you to describe (1) the ways in which you share information collected on your Web site with other companies, including Affiliates*, Agents* and Service Providers*, business partners and others; and (2) the choices you provide users about sharing their PII*.

A. Online Directory
	Does your Web site maintain an online directory of users or other similar service?


	 FORMDROPDOWN 


	a. If yes, how does a user opt-out of having PII* posted on your Web site? (Please check all that apply.)

Online at point of collection



 FORMCHECKBOX 

Via Email





 FORMCHECKBOX 

Reply to “Unsubscribe”



 FORMCHECKBOX 

Via Telephone





 FORMCHECKBOX 

Via Postal Mail





 FORMCHECKBOX 

Via Preference Page




 FORMCHECKBOX 

Other (please specify) 



 FORMCHECKBOX 

     

	

	B. Sharing of PII*  
Affiliates*


	

	Do you share, transfer, or release the PII* collected on your Web site to your affiliates?


	 FORMDROPDOWN 


	a. If yes

1. Do your affiliates use this information to support your transactions with users (e.g., order fulfillment)? 


	 FORMDROPDOWN 


	2. Do your affiliates use this information to market their own products or services to the users who provided it?


	 FORMDROPDOWN 


	Agents* or Service Providers*

	

	Do you share, transfer, or release the PII* collected on your Web site to Agents* or to Service Providers*, such as a credit card processor?      


	 FORMDROPDOWN 


	a. If yes:

1. What types of Agents* or Service Providers*?

Automated data processor 

(e.g. Application Service Provider)

 FORMCHECKBOX 

Credit Card Processor





 FORMCHECKBOX 

Delivery Company




 FORMCHECKBOX 

Other (please specify) 




 FORMCHECKBOX 

     

	

	2. Do your Agents* and Service Providers* sign Non-Disclosure Agreements (NDA’s) pertaining to users’ PII*?


	 FORMDROPDOWN 


	Co-Branded Sites* and Partnership Web Sites* 


	

	Does your organization maintain relationships with other companies that involve sharing of PII*, such as co-branded sweepstakes, joint promotions, or co-branded products/services?


	 FORMDROPDOWN 


	a. If Yes, does your Web site disclose who is collecting PII* in the section of the site that is covered by such relationship(s)?


	 FORMDROPDOWN 


	Other Third Parties  


	

	Do you share, transfer, or release the PII* collected on your Web site to third parties (other than those discussed in Question 26) who are not acting as your Agents* or Service Providers* (e.g., list exchanges, or data pooling arrangements)?     


	 FORMDROPDOWN 


	a. If yes:

1. How does your Web site notify users that their PII* will be shared, transferred or released to these third parties?
     

	

	2. How are users able to opt-out of having their PII* shared, transferred, or released to these third parties? (Please check all that apply.)

Online at point of collection



 FORMCHECKBOX 

Via Email





 FORMCHECKBOX 

Reply to “Unsubscribe”



 FORMCHECKBOX 

Via Preference Page




 FORMCHECKBOX 

Via Telephone





 FORMCHECKBOX 

Via Postal Mail





 FORMCHECKBOX 

Other (please specify) 



 FORMCHECKBOX 

     

	

	Does your Web site maintain a suppression list or similar means of ensuring that you honor your users’ preferences with regard to third party sharing?  


	 FORMDROPDOWN 


	a. If no, please explain how you manage users’ preferences.
     
	

	C. Automated Information Collection by Third Parties

Ad Servers*


	

	Do banners ads appear on your Web site?


	 FORMDROPDOWN 



	a. If yes:

1. Does your Web site have a relationship with a third party ad server?


	 FORMDROPDOWN 


	a. Have you authorized the third party ad server to deliver cookies to users while on your Web site?


	 FORMDROPDOWN 


	b. If yes, how does your Web site inform users? 
     

	

	
	

	c. Can users opt-out of receiving cookies from the ad server?


	 FORMDROPDOWN 


	Web Beacons*


	

	Are third parties, such as ad servers, allowed to place Web Beacons* on your Web site?


	 FORMDROPDOWN 


	a. If yes, do these third parties use the Web Beacons* to collect PII*?


	 FORMDROPDOWN 


	Other Third Party Tracking Devices*


	

	Do third parties other than ad servers set cookies on your Web site (i.e. counters, third party tracking)? 


	 FORMDROPDOWN 


	a. If yes, for what purposes are they placed?
     

	

	b. If yes, do they collect PII*?


	 FORMDROPDOWN 


	Do you permit third parties to place any other type of tracking device on your Web site?


	 FORMDROPDOWN 


	a. If yes, what type of tracking technology do these third parties use?
     

	

	b. Do they collect PII*?


	 FORMDROPDOWN 


	
	

	Links, Framing*, and Masking*


	

	Does your Web site contain links to other Web sites?  


	 FORMDROPDOWN 


	Does your Web site display third-party site content in its frame or give the user the look and feel of your Web site even though the user is actually on another Web site?


	 FORMDROPDOWN 


	a. If yes, is the user alerted that she is on another Web site?  


	 FORMDROPDOWN 


	As part of a continuing session, when a user leaves your Web site, is the URL of the new Web site hidden?

	 FORMDROPDOWN 


	a. If yes, explain your Web site’s use of masking and how the user is notified that she is leaving your Web site
     

	


IV. User Access to PII*

This Section asks you to describe the mechanisms in place on your Web site to provider users access to their PII*.  It also asks about your organization’s process for maintaining the accuracy of the information your Web site collects from users.
	How do users access and correct PII* they have submitted to your Web site? (Please check all that apply.)

Online at point of collection



 FORMCHECKBOX 

Via Email





 FORMCHECKBOX 

Reply to “Unsubscribe” 



 FORMCHECKBOX 

Via Preference/Profile Page 



 FORMCHECKBOX 

Via Telephone





 FORMCHECKBOX 

Via Postal Mail





 FORMCHECKBOX 

Other (please specify) 



 FORMCHECKBOX 

     

	

	How quickly can users expect to receive a response to their requests for access?

     

	

	Are there any limitations on users’ access to and ability to correct personal information they have provided to your Web site?


	 FORMDROPDOWN 


	a. If yes, what are the limitations and the reasons for those limitations?
     

	

	How do you verify the identity of the user wishing to access/correct her/his PII* (i.e. username and password)?

     

	


V. Security

This Section asks you to describe the measures your organization takes to protect the user information you collect.
	A.
Basic Security Measures


	

	What measures have you taken to address or reduce security or privacy vulnerabilities? (Please check all that apply.)

Firewalls





 FORMCHECKBOX 

Intrusion Detection




 FORMCHECKBOX 

Encryption During Transmission


 FORMCHECKBOX 

Regular External Audits



 FORMCHECKBOX 

Regular Internal Audits



 FORMCHECKBOX 

Password Protections




 FORMCHECKBOX 

Vulnerability Scan




 FORMCHECKBOX 

Other (Please specify) 



 FORMCHECKBOX 

     

	

	Do you maintain a Security Incident Log*? 


	 FORMDROPDOWN 


	a. If yes, what type of information do you record in the log? (Please check all that apply.)

Date and Time of Event



 FORMCHECKBOX 

Type of Event





 FORMCHECKBOX 

Success/Failure of Event



 FORMCHECKBOX 

Other (please specify) 



 FORMCHECKBOX 

     

	

	Who in your organization has access to your Security Incident Log*? 

     

	

	When a security incident occurs, do you take steps to debrief your employees about the event?

	 FORMDROPDOWN 


	a. If yes, please explain.
     

	

	Are your Web servers located in a secure and environmentally controlled room/location? 


	 FORMDROPDOWN 


	Do you store users’ PII* on computers that are not connected to the Internet?


	 FORMDROPDOWN 


	B.
Management, Policies, and Procedures

	

	How do you make your employees, Agents*, or Service Providers* aware of your privacy policies?  (Please check all that apply.)

Training program for employees


 FORMCHECKBOX 

Regular staff meetings



 FORMCHECKBOX 

Security Policy signed by employees


 FORMCHECKBOX 

Training program for Agents* / Service Providers*
 FORMCHECKBOX 

Security Policy signed by Agents* / Service Providers* FORMCHECKBOX 

Other (Please specify) 



 FORMCHECKBOX 

     

	

	
	

	Do you limit employee access to users’ PII* on a need-to-know basis?  


	 FORMDROPDOWN 



	Do you limit Agents* and Service Providers* access to users’ PII* on a need-to-know basis?


	 FORMDROPDOWN 


	C.
Sensitive Information*


	

	If you collect, use, or disseminate users’ Sensitive Information, do you use encryption or a secure connection to ensure confidentiality over public communication lines?  


	 FORMDROPDOWN 


	Do you treat Sensitive Information* differently from other user information, for purposes of your security measures? 


	 FORMDROPDOWN 


	a. If yes, what measures do you take that are specific to Sensitive Information? 
     

	

	Do you restrict employees’, Agents’* and Service Providers’* access to users’ Sensitive Information? 


	 FORMDROPDOWN 


	a. If yes, explain how you implement these restrictions.
     

	

	D.
Authentication and Identification


	

	Do you require password protection to verify the identity of the employees, Agents* and/or Service Providers* who access users’ PII*?


	 FORMDROPDOWN 


	Do you require authentication measures other than password protection (e.g. date of birth, or mother’s maiden name)?


	 FORMDROPDOWN 


	Do you have a process in place for revoking access to users’ PII* by employees, Agents*, Service Providers*, or contractors who change job positions or resign?  


	 FORMDROPDOWN 


	E.
Data Retention


	

	Do you have a data retention policy? 


	 FORMDROPDOWN 


	a. If yes, how long does your organization maintain users’ PII*?
     
	


VI.
User Complaints

This Section asks about your process for resolving user complaints about your privacy practices.


	How may users submit complaints to your Web site?  (Please check all that apply.)

Email










 FORMCHECKBOX 

Phone










 FORMCHECKBOX 

Fax











 FORMCHECKBOX 

Postal Mail








 FORMCHECKBOX 

Online Form








 FORMCHECKBOX 


	

	a. Please provide the URL where your contact information is posted on your Web site.  
     

	

	Does your organization have a formal complaint-resolution process?


	 FORMDROPDOWN 


	How quickly can users expect to receive a response to their complaints? 

     

	

	Do you have procedures in place for training employees on how to respond to privacy-related complaints? 


	 FORMDROPDOWN 


	Do you have a disciplinary process in place for employees who fail to follow your company's complaint resolution process? 


	 FORMDROPDOWN 



VII.   Response to Legal Process

	Do you have procedures in place for responding to judicial or other government subpoenas, warrants or orders that require the disclosure of PII*? 


	 FORMDROPDOWN 



VIII.
Technical Information 


The information requested in this Section is necessary for our ongoing monitoring of your Web site. 


	Does your Web site use Session ID’s?


	 FORMDROPDOWN 


	Does the site have multiple domain levels (e.g., http://www.truste.org and http://consumer.truste.org)?


	 FORMDROPDOWN 


	a. If yes, please list other domain levels: 
     

	

	How do you display your Privacy Statement on your Web site? (Please check all that apply.)

Traditional Web Page



 FORMCHECKBOX 

JavaScript popup window


 FORMCHECKBOX 

PDF




 FORMCHECKBOX 

Other (Please specify)



 FORMCHECKBOX 

     

	

	In order for us to know which URL(s) to monitor for compliance, please tell us whether your site has load-balancing servers* (e.g., http://www.truste.org and http://www2.truste.org). 


	 FORMDROPDOWN 


	a. If yes, please list them:
     

	


IX.     Industry Category

	How would you characterize your business model?  Please check the category or categories that most closely fit your business.  (Please check all that apply.)


	


Industry Category List

	Accounting Services

Adult

Application Service Provider (ASP)

Automotive/Transport

Biotech

Business Services

Children

Computer Hardware

Computer Software

Consulting

Credit Unions

Data Processing/Storage

Education

Employment Agency

Entertainment

Financial Services

Health Care

Human Resources Services
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	Legal Services

Loyalty/Rewards

Market Research

Marketing

Materials and Construction

Media

Medical Research

Nonprofit  

Personal Services

Real Estate

Retail

Search Engines/Web Portals

Tech Services / Support

Telecommunications

Travel

Unclassified

Web hosting/development
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 



By signing below, an authorized officer of Participant attests to the statements made on this self-assessment and warrants that the statements made on this self-assessment are true and accurate as of Effective Date and shall remain true and accurate for the term of the TRUSTe Web Privacy Seal Program Amendment, unless modified and approved by TRUSTe pursuant to Exhibit B, Section III.E.2.g. of the TRUSTe Web Privacy Seal Program Amendment.

Accepted and Agreed by Participant
	Authorized Representative Signature 
	

	
	


	Name
	

	Title
	

	Date
	

	Telephone
	

	Email
	


GLOSSARY
Self Assessment
TRUSTe Web Privacy Seal Program

	Ad Server


	“Ad Server” is a server that may be controlled by a third party that provisions banner ads to a Web site. 

	Affiliate


	A Licensee’s “Affiliate” is a company that controls, or is controlled by, or is under common control with Licensee.

	Agent


	See the definition of “Service Provider.”

	Co-Branded Sites/Partnership Sites   

	“Co-Branded” and “Partnership” Sites are Web sites at which entities other than a Licensee have a business right to access and use Personally Identifiable Information or Third Party Personally Identifiable Information collected by the Licensee’s Web site.


	Demographic Information
	“Demographic Information” is unique information about or attributes of a user or users (e.g., age, gender, education level, income, geographic location, or interests) that is not by itself Personally Identifiable Information AND is not connected to Personally Identifiable Information.

	Framing
	“Framing” is a function of programming that separates a browser’s window into separate segments that can be scrolled independently of each other.

	Health Information
	“Health Information” is information about a user or users’ health status or condition, or medical profile.  “Health Information” will be considered “Demographic Information” if it is not connected with an identified individual, and will be considered “Personally Identifiable Information” if it is connected with an identified individual or otherwise associated with “Personally Identifiable Information.”


	Load-balancing Servers
	“Load-balancing Servers” are servers that distribute the 

Web traffic load from multiple user requests across a number of machines, often resolving to a different domain (e.g., www1.testsite.com vs. www.testsite.com).


	Masking


	“Masking” is a function of using programming techniques such that the displayed URL does not match the actual pages being viewed (e.g. user is on www.xyz.com, but the URL displayed is www.abc.com). 

	Material Change 

	A “Material Change” is a change in a Licensee’s privacy practices that relates to the Licensee’s (1) practices regarding notice, disclosure, and use of Personally Identifiable Information and/or Third Party Personally Identifiable Information; (2) practices regarding user choice and consent to how Personally Identifiable Information and/or Third Party Personally Identifiable Information is used and shared; or (3) measures for data security, integrity, or access.


	Personally Identifiable Information (“PII”)
	“Personally Identifiable Information” is any information collected through a Licensee’s Web site (i) that identifies or can be used to identify, contact, or locate the person to whom such information pertains, or (ii) from which identification or contact information of an individual person can be derived.  Personally Identifiable Information includes, but is not limited to: name, address, phone number, fax number, email address, financial profiles, medical profile, social security number, and credit card information.  Additionally, to the extent unique information (which by itself is not Personally Identifiable Information) such as, but not necessarily limited to, a personal profile, unique identifier, biometric information, and/or IP address is associated with Personally Identifiable Information, then such unique information also will be considered Personally Identifiable Information.  Personally Identifiable Information does not include information that is collected anonymously (i.e., without identification of the individual user) or demographic information not connected to an identified individual.


	Security Incident Log
	A “Security Incident Log” is a record (generated by electronic means or otherwise) that tracks security-specific data useful in screening for attempted abuse of or unauthorized access to customer information. 


	Sensitive Information
	“Sensitive Information” includes social security numbers, and financial account and transaction information, and health information, that is connected to Personally Identifiable Information.

	Service Provider
	A “Service Provider” is a company that performs or assists in the performance of a function or activity involving the use or disclosure of Personally Identifiable Information or Third Party Personally Identifiable Information on behalf of a Licensee.

	Supplement
	To “Supplement” customer information such as PII means to enhance it by appending data, such as demographic or financial information, from a third party source.

	Third Party PII*
	“Third Party PII” is Personally Identifiable Information that is collected by a Licensee through a Web site from a person other than the person to whom it pertains or whom it identifies.

	Third Party Tracking Device
	A “Third Party Tracking Device” is an application or utility delivered or set by a company other than a Licensee or a Licensee’s Service Provider or Agent for the purpose of tracking user movement on Licensee’s Web site or across the Worldwide Web.

	Web Beacon
	A “Web Beacon” is a small string of code that provides a method for delivering a graphic image on a Web page or in an email message for the purpose of transferring data.  For example, when a user visits a page on a Web site, the code for the page being visited may include instructions to go to another server to gather a single pixel graphic image (a Web Beacon).  The server providing this Web Beacon may be controlled by the Web site being visited, or by another party that has been given permission to place the Web Beacon on the site.  Frequently, the Web Beacon is designed to blend into the background of the page being visited.  Web Beacons can be used to generate a “log file” record, or to deliver cookies or downloadable applications.
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