
what is the EU-US SAFE HARBOR FRAMEWORK? 

If you do business with European citizens, TRUSTe can help you certify your 

compliance with the EU Directive on Data Protection. The Directive prohibits 

the transfer of European cititzens’ personal data to non-European Union 

nations that do not meet the EU’s “adequacy” standard for privacy protection. 

The U.S. Department of Commerce, in concert with the European Commission, 

developed a “Safe Harbor Framework” that allows US organizations to comply 

with the Directive by abiding by a set of Safe Harbor Privacy Principles. 

Companies certify their compliance with these Principles on the U.S. 

Department of Commerce Web site. The Framework was approved by the EU 

in 2000 and gives companies that abide by the Principles assurance that the 

EU will consider their practices “adequate” privacy protections for EU citizens.

wHY truste’s EU SAFe harbor seal?

The TRUSTe EU Safe Harbor Seal Program verifies your compliance with the 

Safe Harbor Framework, includes alternative dispute resolution, and helps 

your organization get ready for self-certification with the U.S. Department of 

Commerce. Displaying the TRUSTe EU Safe Harbor seal signals to consumers 

around the globe that you take their privacy seriously.

wHat are the benefits?

Streamline legal compliance with the EU Safe Harbor Framework

Verifies compliance with the Safe Harbor Privacy Principles•	

Provides dispute resolution of consumer complaints about data •	

collected online or offline, as required for Safe Harbor status

Prepares you for self-certification with the U.S. Department of •	

Commerce

Builds trust and confidence

Brands your organization and Web site as EU-US Safe Harbor compliant •	

by posting the distinctive EU Safe Harbor seal

Third-party certification emphasizes your organization’s commitment to •	

privacy and consumer choice                                                                                                  

TRUSTe MEMBERS 

Many of the world’s leading 

companies and organizations 

protect the privacy of their 

customers with TRUSTe, 

including:

Adobe Systems

Apple

aQuantive

Avaya

Carlson Companies 

Harrisinteractive.com 

IBM

Logitech

McAfee, Inc.

Microsoft

Monster

Napster

NFO Research

ORACLE

Salesforce.com

SkillSoft

Sybase

TNS

Varian Medical Systems

“It is critical that we abide by the Safe Harbor framework 

when dealing with business customers in Europe. Our display of 

TRUSTe’s EU seal marks our compliance with the EU framework 

and shows that we take customer data handling seriously.

It makes selling our services that much easier.” 

– David Stark, Privacy Officer, North America, TNS



truste FEATURES 

TRUSTe Certification Process 

Applicants complete a self-assessment detailing information collection, use, 

and procedures. Client services managers review all self-assessments against 

actual Web site procedures and disclosures with a site walkthrough. Applicants 

receive a detailed site findings report which identifies the results of the site 

walkthrough and lists action items for the applicant to complete to become 

compliant with program standards.

TRUSTe Seals 

After passing the certification process, members receive TRUSTe’s trusted 

web seals to display throughout their respective web pages. Client services 

managers provide seal placement guidance to ensure members are maximizing 

the impact of the seals. More than one million consumers click on these seals 

per month to confirm TRUSTe membership.

Monitoring and Scanning 

TRUSTe uses a combination of tools including MAXAMINE scanning 

technology and personal attention to monitor licensed sites for breaches of 

their privacy policies. TRUSTe checks for things such as encryption measures 

on sensitive pages and undisclosed “cookies”, or single-pixel tracking devices. 

Oftentimes, violations are unintentionally introduced when organizations 

update their pages, undergo changes in ownership, or launch new initiatives 

such as contests or newsletters. 

Watchdog Dispute Resolution System 

The TRUSTe Watchdog Dispute Resolution System is an online tool that allows 

consumers to report violations of posted privacy statements, or specific 

privacy concerns pertaining to TRUSTe member Web sites. TRUSTe offers 

dispute resolution for both offline and online data collection.

Trademark Enforcement 

To protect the investment of TRUSTe licensees to meet strict standards, and to 

ensure ongoing compliance, TRUSTe vigorously enforces trademarks. TRUSTe 

maintains a “blacklist” of trademark violator Web sites on the TRUSTe.org Web 

site.

1. Your organization fills  

out a TRUSTe contract and 

self-assessment.

2. TRUSTe conducts an 

initial site walkthrough and 

provides a set of written 

recommendations in the form 

of a site findings report.

3. You implement 

recommendations on your 

website.

4. TRUSTe awards you 

privacy seals. Display 

these where you collect 

information to build 

confidence with customers.

5. TRUSTe ensures ongoing 

compliance and monitoring 

with scanning and the 

TRUSTe Watchdog Dispute 

Resolution System.

the truste  
process
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