TRUSTe Privacy Seal Certification

Prospective sealholder submits completed

» 67-question privacy self-assessment and TRUSTe Compliance team does quality check
application to TRUSTe R of prospective members Web site and
practices against TRUSTe program
L requirements
TRUSTe reviews the prospective member's
website, privacy practices and privacy A
statement against our program requirments TRUSTe issues certificate and license to

display the seal to new member

‘ v

TRUSTe team delivers a Site Findings Report
(SFR) to the prospective member with
required changes for improvement and
compliance with program requirements

New member implements TRUSTe seals per
TRUSTe seal implemenation requirements

A

L TRUSTe monitors member website for proper
implementation through the year

Prospective member makes necessary
corrections to comply with TRUSTe program ¢
requirements

TRUSTe checks compliance with new
requirements and regulations during renewal

« 12% of completed applicants are denied certification



Steps to Resolve a Watchdog Complaint

Consumer files complaint with the TRUSTe
Watchdog Dispute Resolution Program
www.truste.org/consumers/
watchdog_complaint.php

v

Consumer is given 10 business days to
accept or reject proposed restitution

TRUSTe reviews all complaints for
jurisdiction and responds to consumer within
five (5) business days
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When consumer responds, TRUSTe mediates
resolution satisfying both consumer and
licensee and then TRUSTe closes the
complaint record

TRUSTe forwards complaint to TRUSTe
licensee who is required to respond within
five (5) business days
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When consumer does not respond, TRUSTe
considers the resolution accepted and closes
the complaint record

Licensee provides restitution to consumer
directly or via TRUSTe at consumer request

TRUSTe monitors levels and severity of
consumer complaints on an ongoing basis
resulting in additional monitoring or
investigation




Steps to Revoke TRUSTe Seals

TRUSTe monitors sealholder websites with
Watchfire XM automated monitoring,
anonymous email seeding, and ongoing level
& severity of Watchdog complaints

,

TRUSTe sends certified letter of termination
to TRUSTe member, giving them 20 business
days to make required changes to the
privacy statement and/or website

Monitoring check triggers investigation
revealing failure to comply with TRUSTe
program requirements
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TRUSTe member either complies with
TRUSTe requirements or is asked to remove
all mention of TRUSTe from their site

TRUSTe Compliance notifies the TRUSTe
member of problems, giving the member five
(5) business days to respond
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If not compliant, the TRUSTe issues notice of
cease and desist, and posts notice of
termination on the website
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TRUSTe Compliance Team follows up with
TRUSTe member via email and phone after
time period has elapsed, giving second
notice to the member

A provision of the TRUSTe license agreement
allows TRUSTe to report non-compliance
issues to the FTC




